* ; REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
. Customiization Estimates
_ o (Expressed in Man-days) : e
No. Functional Requifements Priority _gerqe:-_n_tag;e B - Response
: : S ompliance Effort . Cos'f-:(PH'P): ; R '
o : , ' ' (man-days) . TS
General Requirement's' '
VLINK-410-001 | The system must be able to accept, process and respond P2P, P2P Mandatory
via QR, and P2M via QR transactions using the following accounts:
« LANDBANK Institutional Cash Card (LICC) (for P2P and P2P
via QR only)
VLINK-410-002 » LANDBANK Prepaid Card (LPC) (Mastercard) Mandatory
VI.INK-410-003 « LANDBANK Deposit Accaunts (CASA) Mandatary
Business Rules:
1. If Card Number is used as input, reject the transaction, except
for LICC and L PC since Account Number and Card Number are
one and the same.
2. Aggregate limits will also apply here as well as the eligible CASA
accounts ) )
3. OFB must be treated as a separate entity (applies to BN
messages, network/admins messages, financial transactions,
atc.)
4. OFB currently caters for eligible accounts (e.g., VISA and
Proprietary)
Note: OFB and LBP will have separate API managers
VLINK-410-004 | The system must capture the following fields from the 15020022 Mandatory

message from LBP and OFB sending channel to be used for the
reconciliation transaction:

a) Channel Code
b) Merchant/Biller Code
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
" Customization .m.mﬁusm,nmw
B : . {Expressed in Man-days) : .
No. Functional Requirements Priority | Percentage R Response
. . Compliance : : . :
L . 2 Effort = |  Cost (PHP)
. - . e . (man-days) S
Transaction Screen/Dashboard Manitoring
VLINK-410-005 | The system must have a real-time tracking of transactions per Mandatory
second (TPS) displayed in the dashboard and saved in the
database.
VLINK-410-006 | The system must have a real-time tracking of transaction completion |  Mandatory
percentage (%):
«  Approved
« Rejected
VLINK-410-007 | The system must have a faciity to viewfinquire historical| Mandatory
transactions of archived Instapay transactions. (e.g., Historical Data
Retention ~ 60 days) o ‘ )
VLINK-410-008 | The systern must log all system Event Notifications and must be Mandatory
available for viewing at the back office.
VLINK-410-009 | The system must have a facility to support sign-on and sign-off and Mandatory
key exchange for LBP and OFB status to BN Instapay Payment
| Syslem (IPS).
VLINK-410-010 | The system must have a dashboard screen to display interfacing | Mandatory
system's connection status.
VLINK-410-011 | 'The system must have a facility to display incoming Instapay Mandatory
Transaction requests and their status real-time, filtered by:
a) Bank
VLINK-410-012 Uu Transaction date ?__m:n_mﬁOQ
VLINK-410-013 ¢} Transaction amount Mandatory
VLINK-410-014 d) Status (Approved and Rejected) ~ Mandatory
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& REQUIREMENTS COMPLIANCE FORM CLASSD

LANDBANK |

Customization Estimates
: . . (Expressed in Man-days)
No. . " Functional Requirements . : Priority Mo..nnﬂnmm.u S : — Response:
) - ' Q_._._m.u lance Effort Cost (PHP) :
. . o . : o {man-~days) . | . .
VLINK-410-015 | The system must perform validations, depending on type of Mandatory
transaction being performed (e.g., algorithm, data/field attributes,
based on BN Specifications / verification to interface systems.
VLINK-410-016 | The system must display corresponding transaction error messagefs |  Mandatory
to properly inform and notify the system/application users.
Note: Transaction error should have a code and description for
easier handling.
Centralized Set-up Facility
VLINK-410-017 | The system must have a parameterized facility to maintain (add, | Mandatory .
edit, delete) interfacing system's information (e.q., IP address,
ports, service period, timeout values, etc.).
VLINK-410-018 | The system must have a facility/screen for viewing and modifying |  Mandatory
(add/edit/delete) the list of banks in IPS.
VLINK-410-019 | The system must have a parameterized facility to set allow/disallow Mandatory
incoming Instapay transactions per bank.
VLINK-413-020 | The system must have a parameterized facllity to set turn-around Mandatory
processing time for Instapay transactions, based BN Specification /
SLA.
Note: SLA must be less than or equal to the ACH Turn-Around time
for Instapay.
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* REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
| ncm.naamum_n_i: Estimates
. . S {Expressed in Man-days) :
No.. Functional Requirements Priority Parcantage — — _Response
e . : : Compliance Effort H
- _ (man-days) | C°st(PHP)
Transaction Supported
VLINK-410-021 | The system must accept, process and respond to the following Mandatary
specific transaction types using 1IS020022 message format:
» Person-to-Person Credit Transfer (P2P)
VLINK-410-022 » Person-to-Person Credit Transfer via Quick Response (P2P Mandatory
via QR)
VLINK-410-023 » Person-to-Merchant via Quick Response (P2M via QR) Mandatory
Eligible Accounts
VLINK-410-024 | The system must have a parameterized facility to maintain (add, | Mandatory B
edit, delete) eligible accounts information (e.g., product type,
application code, description, etc.)
VLINK-410-025 | The system must have a parameterized facility to maintain (add, Mandatory
edit, delete) accounts to accept credit transactions {e.g., account
type, product type, application code, etc),
VLINK-410-026 | The system rnust have a parameterized facility to maintain (add, Mandatory
edit, delete) account status (e.qg., “active”, “normal”, etc.) to accept
credit transactions (e.g., account type, product type, application
code, status, etc.)
VLINK-410-027 | The system must follow the existing card status validation rules of Mandatory
LICC in IST.
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
| | customization Estimates
, - R . (Expressed in Man-days)
“No, Functional Requirements - . Priority Mn_.nn"_numm o e 'Response
o . Comphiance Effort Cost (PHP)
. ] . {man-days) . | . . %
Aggregate Limit Handling
VLINK-410-028 | The system must have a parameterized facility to maintain (add, Mandatory
edit, delete) credit limit rules for CASA accounts per:
Business Rule:
Follow existing credit limit rules for CASA Accounts
a) Dank
VLINK-410-029 b) Card Type Mandatory
VLINK-410-030 ¢) Transaction Type Mandatory
VLINK-410-031 d) Product Type Mandatory
. VLINK-410-032 | The system must follow the existing aggregate limit rules for Mandatory
LANDBANK Prepaid Card.
VLINK-410-033 | The system must follow the existing aggregate limit rules for Mandatory
[ ANDBANK Institutional Cash Card (1 1CC).
Reversal Handling
VLINK-410-034 | The systern must not allow reversal of Instapay transactions. Mandatory
Note: All Instapay (as receiving) transactions will be assumed
successful and completed unless it did not pass the set business
rules or limits.
VOCALINK INSTAPAY 2.0 1ISO20022 PROJECT
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o ncuﬁa:.._mnmmar Estimates
. . (Expressed in Man-days) :
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S ? . Effort Cost (PHP)
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Reconciliation Application
VLINK-410-035 | The vendor must provide an autormated reconciliation facility for Mandatory
inward and outward Instapay transactions for multiple defined
banks.
VLINK-410-036 | The system must be able to decrypt input files from BancNet and Mandatory
LANBANK & OFB via PGP.
VLINK-410-037 [ Thea system must have a dashboard to disploy the current status of Mandatory
the reconciligtion process (i.e., reconciled and pending).
VLINK-410-038 | The system must be able to upload/accept the hand off files from Mandatory
the following:
a) varlous ¢-Channels
Note: Follow BN file format + LBP/OFB Channel Code
(see attached Annex K)
VLINK-410-039 b) BancNet (1S020022) Mandatory
VLINK-410-040 €) Recelving Application (P2P and P2M) Mandatory
(see attached Annex L)
VLINK-410-041 | The system must he able to reconcile the following reconciliation Mandatory
hand-off files (end-of-day):
a. Various e-Channels
b. BancNet (IS020022)
Receiving Application {P2P and P2ZM)
VOCALINK INSTAPAY 2.0 15020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
"~ Customization Estimates
. . (Expressed in Man-days) . : .
No. Functional Requirements Priority Mn_.nmﬂnmmo ” . - B Response’
S : ompliance Effoit o
(man-days) Cost (PHP).
VLINK-410-042 | The system must allow multiple hand off file .cn_omn_m:m for . ._,\_m_.._amnoé .
processing and/or reconciliation.
Cxample:
1, May have separate BancNet Hand Off Files for LBP and OFB,
etc.
2. May upload multiple HOFs with different transaction dates
VLINK-410-043 | The system must allow deletion of uploaded hand off file and the Mandatory
corresponding reconciled transaction records (if any) to allow
reprocessing of reconciliation
Nole: Delellon will be used for puiposes of 1euploading hand off
files
VLINK-410-044 | The system must display the status of each uploaded files (i.e., Mandatory
loaded, no file). . . :
VLINK-410-045 | The system must perform hand off file validation. Mandatory
Business Rule:
1. The system should not allow processing of duplicate hand
off files, It should be able to valldate if the files had already
been processed.
2. The system should be able to check if the hand off files are
valid in form/content to avold invalld recondling Items
Reconciliation of transactions (applicable for defined banks)
VOCALINK INSTAPAY 2.0 1S020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
i
LANDBANK |
Customization Estimates
N . . (Expressed in Man-days)
No. Functional Requirements Priority Mo_.nnwﬂmo — —— Response
. : ompliance Effort : .
(man-days) Cost (PHP)
VLINK-410-046 | The system must generate suspense/switch float transaction| Mandatory
logs/report containing all approved transactions from various
card/account type.
VLINK-410-047 | The systemn must perform mialching of Instapay transactions, | Mandatory
suspense transactlons and BancNet Hand off/s (e.g., separate BN
HOF for OFB and LBP) file data.
VLINK-410-048 | The system muist he able to match suspense transactions the next | Mandatory
day; if there is no match, it is automatically a reconciliation item,
(see attached Annex M)
VLINK-410-049 | The system must have a parameterized facility to maintain (add, | Mandatory
edil, delele) malching oileriafreconcilistion 1ules.
) (see attached Annex M)
VLINK-410-050 | The. system must display an acknowledgement page. of the| Mandatory
reconciliation summary with transaction count per identified
statuses.
Inquiry Facility for Reconciliation Data
VLINK-410-051 | The user must be able to inquire Instapay transactions in the | Mandatory
individual hand off files and reconciled file based on the following
search criteria:
1. Date Range ] o ) )
VLINK-410-052 2. Time Range Mandatory
VLINK-410-053 3. Transmitting Account Number Mandatory
VLINK-410-054 4, Receiving Account Number Mandatory
VOCALINK INSTAPAY 2.0 1S020022 PROJECT
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‘ | REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK
. - Customization Estimates
. : . & (Expressed in Man-days)
No. _ Functional Requirements Priority Percentage | _ e Response
: : = Compliance | Effort . I
N (man-days) ..n.o.mn eu_._m.v
VLINK-410-055 5. Reconciliation Status Mandatory
VLINK-410-056 6. Instruction ID Mandatory
VLINK-410-057 7. Local Instrument Mandatory
VLINK-410-058 8. Bank Identifier Mandatory
VLINK-410-059 | The system must display Primary Account Number (PAN) or Card | Mandatory
Number as masked.
Business Rule: Display only the first six and last four digits of the
card number
NON-FUNCTIONAL REQUIREMENTS
InterfacefUsability Requitements
VLINK-420-001 | The system must have the capability to recéive and process Mandatory
transaction request in ISO 20022 message via APIL.
VLINK-420-002 | The system must comply with applicable BN 1SO 20022 technical Mandatory
specifications including hybrid scenario.
(see attached Annexes T-1 to T-5)
VOCALINK INSTAPAY 2.0 1S020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK | .
Customization Estimates
: . . - o " : (Expréssed in Man-days) :
No. - . Functional Requirements Priority Percentage | 7~ Response
Compliance o o .
Effort -
: {man-days) Cost (PHP)
VLINK-420-003 | The m,\mﬁ.ms,_ must accept, n&nmmm. and _‘mmuosn_ to transaction | Z.m._sn_m...,no_.,\ . —
requests to/from the following:
« Inforination Swilching Technology Switch for Cash Card
Transactions
APP Name : Information Switching Technology Switch
for Cash Card Transactions
OS Name . IBM AIX
DB Name : IBM DB2
Communications Protocol : IS08583
‘Transactions supported: Supports general type of
transactions for IST(ISO8583): Credit, Debit, Reversal
VLINK-420-004 » Systematics for Current Account/Savings Account (CASA) Mandatory
transactions via (mini-OCM)
APP Name : Mini OCM
0OS Name : IBM zVSE
DB Name 1 VSAM/SAM
Communications Protocol : 1508583
Transactions supported: Supports general type of
transactions for CASA (ISOB583 thru MiniOCM): Credit,
Debit, Reversal
VOCALINK INSTAPAY 2.0 ISQO20022 PROJECT
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LANDBANK

REQUIREMENTS COMPLIANCE FORM

CLASS D

No.

Functional Requirements .

Priority

Percentage

Customization Estimates
" (Expressed in Man-days)

Comipliance

Effort
(man-days)

Cost (PHP)

_ Response

VLINK-420-005

+  Mastercard for LANDBANK Emvma. Card transactions
(follow MTPL format)

APP Name : Mastercard lntegrated

0S Name

DB Name

Communications Protocol :

‘[ ransactions supported: Supports Load/Reload, reversal
type of transactions via MI APL

Mandatory

VLINK-420-006

e Separate Connection Points to BN (IS020022) for LBP and
OFB -TBD

Mandatory

VLINK-420-007

» Link.Biz Portal via APT

APP Name : Linkbiz

OS Name : Windows Server

DB Name : Oracle

Communications Protocol TCP/IP

Transactions supported: Credit Incoming, Credlt Inquliry,
Reversal/Payment Cancellation, Echo Test, etc,

Mandatory

VLINK-420-008

The system must be able to interface with the Sending Module to
get the bank list for viewing and updating (add/delete/edit) its
current status and information that may be required.

Mandatory

VOCALINK INSTAPAY 2.0 15020022 PROJECT
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* _ REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
. . . Customization Estimates
. S . - {Expressed in Man-days)
No. Functional Requirements Priority Mm..nn_anm.mn . - , . Response
. ompliance | - pera b o :
| .(man-days)} Cost (PHP)
Receiving Application Handoff File Generation
VLINK-420-009 | The system must process handoff file of branchfhranch group list Mandatory
from IST/Switch.
VLINK-420-010 | The system should be able to generate handoff to the ff systems: Mandatory
+ (CASA Hand Off
(See attached Annexes P-1 to P-5)
VI TNK-420-011 « SIEM Hand Off Mandatory
(See attached Annex Q)
VLINK-420-012 * AML Hand Off (Inward Instapay and BancNet) Mandatory
(See attached Annexes R-1 to R-2)
VLINK-420-013 | The system must process handoff file of branch/branch group list Mandatory
) from IST/Switch. ) .
VLINK-420-014 | The system must be able to generate a hand off file to be used in Mandatory
reconciliation of inward transactions (P2P and P2M Transactions)
(see attached Amexl) )
VOCALINK INSTAPAY 2.0 15020022 PROJECT
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* | REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK
. Customization Estimates
. . . (Exprassed in Man-days)
No. Functlonal Requirements Priority Percentage | __ — o Reésponse -
. . Compliance : . .
: : Effort _ _
{man-days) | Cost ?IJ
Reconciliation Hand Off
VLINK-420-015 | The systern must generate the following debit/credit interface file Mandatory
to effect adjustments from/to LANDBANK/OFB Cardholders’
Account:
a. FINDES Fila — for CASA and Cash Card (Credit Only)
(see attached Annexes S-1 and S-2)
Business Rules:
CASA (Credit and Debit I'ile)
1. Tor Peso Account only
2. No Duplicale Account Number
- 3. Separate files for Current and Savings Account
Cash Card {Credit File Only)
1. No Duplicate Card/Account Numbers
VLINK-420-016 b. Batch Credit File — for LPC Mandatory
(see attached Annexes N-1 to N-14)
Data Back-up/Archiving
VLINK-420-017 | The system must have a facility to back-up/archive system Mandatory
files/transactions/data based on specified date range.
VOCALINK INSTAPAY 2.0 18020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
vbzwmhzzw
. Customization Estimates
. . . {Expressed in Man-days) -
No. Functional Requirements Priority Percentage |~ — : Response
; Compliance | - | . : .
e i . Fffort Cost (PHP) :
. i (man-days) AP
Performance Requirements
VLINK-430-001 | The system must have a facility to archive and restore historical Mandatory
data/transactionfjournal logs based on the parameter set by the
bank (e.g., 5 years).
VLINK-430-002 | The system must have a parameterized facility to set data Mandatory
retention for the following:
Example:
Receiving Application — 60 days
Reconciliation Application — 1 yea
VLINK-430-003 | The system must be able to store all 1SO 20022 fields in the Mandatory
database. . . .
VLINK-430-604 | The system must have a facility to back-up the system files Mandatory
without downtime.
VLINK-430-005 | The syslemn musl e able 1o support multiple simullaneous Mandatory
transactions at a given time without system slow down.
Operational Requirements
VOCALINK INSTAPAY 2.0 1S020022 PRCJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASSD
LANDBANK |
Customization Estimates
o . (Expressed in Man-days) :
i 'No. Functional Requirements Priority Mﬁnnwn.mmo. SRR e ; Response
o omplrance Effort D .
- - . (man-days) Cost (PHP).
VLINK-440-001 The system must no_,:_u:\ with the mx_m_.:u ﬂ. :.m_‘n_s.mﬂms database Mandatory
(i.e., Oracle, DB2, SQL server) and operating systems architecture
of the Bank. (e.g., AlX, LINUX, Windows)
VLINK-440-002 The system must be able to run in Windows 10 or higher (64bit). Mandatory
VLINK-440-003 The system must have a regular scheduled task to inquire and Mandatory
update the status of timed-out requests to all interfaced systems
(e.g., Link.Biz , Mastercard, etc.)
Reportorial Requirements
Reportorial Requirements (Receiving Application - Local and Foreign Currency)
VLINK-450-001 The system must generate two separate reports of the following Mandatory
(separately labeled and generated for LEP .Ea OFBANK):
« Instapay as Receiver per Branch Group
VLINK-450-002 « Instapay as Receiver per Bank Source Mandatary
s 2P
VLINK-450-003 » P2M (as applicable) Mandatory
VLINK-450-004 * LPCInstapay as receiver Mandatory
VLINK-450-005 s LPCInstapay as receiver per Bank source Mandatory
VLINK-450-006 The system must generate a report of Turn-Around Time per Mandatory
transactlons to and from online interfacing systems (i.e., 151, CASA,
Link.Biz, MI
Reportorial Requirements (Reconciliation Application)
VOCALINK INSTAPAY 2.0 1ISO20022 PROJECT
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* REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK
Customization Estimates
. . : {Expressed in Man-days) .
‘No. Functional Reguirements - Priority || vnqnnanmmﬂ. T e Response
: Compliance ; O
| | . Effort ,
(man-days) Cost (PHP)

VLINK-450-007 The m<.mﬂm3 Must be able to mask card numbers in the reports. . .zm:.n_m.ﬁo_.,\ ] T
VLINK-450-008 The system must generate the following reports in csv/pdf upon Mandatory

reconciliation.

(see attached Annexes 0-1 to 0-7)

» Instapay Transactions Switch Float — Qutward

VLINK-450-009 s Instapay Transactions Switch Float - Tnward Mandatory
VLINK-450-010 » Instapay Reconciling Items ~ Qutward (In BN Report Only) Mandatory
VLINK-450-011 + Instapay Reconciling Items - Cutward (In LBP Report Only) Mandatory
_m_quwLmo-on « Instapay Reconciling Items — Inward (In BN Report Only) Mandatory
VLINK-450-013 _» Instapay Reconciling Items — Inward (In LBP Report Only) Mandatory
VLINK-450-014 » Instapay Summary Report Mandatory
Maintainability Requirements
VLINK-460-001 The vendor must be able to track revision and log any revision of Mandatory

any enhancement made on the system. R
VLINK-460-002 ‘The vendor must provide a version control system/application to Mandatory

view any revisions or enhancements (e.g., splash or help screen)

made on the software or any applicable modules or components of

the system.
Portabhility Requirements
VLINK-470-001 The system must be adaptable to changes in LBP IT architecture, Mandatory

hardware, software and database platforms
VOCALINK INSTAPAY 2,0 1S020022 PROJECT
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* REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
‘Customization Estimates
- y . Expressed in Man-days) :
‘No. Functional Requirements Priority Mmﬁmm“ﬂmm ( SN s Response
. o Effort -~ | Cost (PHP) : \
{man-days) -ost{ o
Security Requirements
VLINK-480-001 The system must be accessed through user ID and propel Mandatory
authentication mechanism (i.e., something the user know (e.g.,
password or passphrase), something you have (e.qg., token device
or smart card) or something you are (e.g., biometric))
VLINK-480-002 The numeric parameters concerning User ID and password must Mandatory
be parameterized/not hard-coded. An admin user must be able to
set and modify the values
VLINK-480-003 The User ID must be unique Mandatory
VLINK-480-004 The User ID must net be case-sensitive | Mandatory )
VLINK-480-00% The User ID must be alphabetic, numetic o1 combination of both Mandatary
characters
VLINK-480-006 The User ID must be a minimum of 4 characters Mandatory
VLINK-480-007 The password must be different from User ID Mandatory
VLINK-480-008 The password must be case-sensitive Mandatory
VI.INK-480-009 The password must be masked/not displayed in clear text during Mandatory
input
VLINK-480-010 The password must be encrypted during transmission and storage Mandatory
VLINK-480-011 The password must have a combination of alpha and numeric Mandatory
characters (except when Input device is limited to a numeric
keypad) o
VLINK-480-012 The password may be sct to a unigue value for cach user for first- Mandatory
time use and upon reset
VLINK-480-013 The user must be forced to change administrator-assigned Mandatory
password on the following instances:
s During the user’s initial logon after enrolment
VOCALINK INSTAPAY 2.0 [SO20022 PROJECT
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‘ M REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
Customization mmg..:unmm
. co - L (Expressed in Man-days) o L
No, Functional Requirements Priority Mnin"...nmum. ....... SRS Ia . Response
_ o ompliance | efort et (BT
. . . (man-days) | - Cost %:.3.
VLINK-480-014 . After password qmmmﬁ... z.msmmﬂoé —
VLINK-480-015 » Al users must have the option to change his/her own Mandatory
password anytime when needed

VLINK-480-016 The system must have the following password/logon control Mandatory

properties which must be parameterized, i.c., the value may be

set/assigned and modified by the administrator
VLINK-480-017 The minimum number of characters for a password must be 7 for Mandatory

Cardholder Dala Environment (CDE).
VLINK-480-018 The password must have an expiry period, i.e., the system must Mandatory

require user to change password after a given periodfnumber of

days from the date of last PW change; otherwise, the system will

not allow the user to login until hisfher PW is changed)
VLINK-480-019 The password must have a password re-use/history, i.e., the Mandatory

-system must not allow the user to use his previous .password/s .

when nominating a new password.
VOCALINK INSTAPAY 2.0 1S020022 PROJECT
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* REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
Customization Estimates
L . Expressed in Man-days) :
No. " Functional Requirements Priority Mn«nn.n..nmmn . ¢ . u. i <.. : Response
ompliance Effort o
o . Cost (PHP)
. o . . (man-days) .
VLINK-480-020 The system must have a facility for user group and user access Mandatory
management;
a. addilion, modificalion, deletion of user groups
b. addition, modification, deletion of users
¢, lifting of user suspension
d. resatting of password
e. Generation of list of users that may be filtered per
Department/Unit and with the following details:
» UserID
s User Name
¢ Department
o User Gioup
« Date of last access
« Status
. f. search/query facillty to locate specific user/user group
VLINK-480-021 The system must have a setting to limit failed logon attempts, i.e., Mandatory
the maximum number of unsuccessful attempts to log-in before
the User ID becomes locked/suspended; the counter for
unsuccessful attempts must reset to zero once the user has logged
in or the user ID's lock/suspension is lifted)
VLINK-480-022 The system must have a selling for idle lime, i.e., the maximum Mandatory
period/no. of minutes of user inactivity before the user is required
to re-authenticate to reactivate the terminal or sesslon)
VLINK-480-023 For CDE, the system must have a setting for inactivity period, i.e., Mandatory
the number of days of inactivity (90 days) before a user ID
becomes deactivated in status and unable to access the system;
An intervention by an administrator is required to make the User
ID usablc
VOCALINK INSTARPAY 2.015020022 PROJECT
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* REQUIREMENTS COMPLIANCE FORM CLASS D
i
LANDEBANK)
. ”n_._m_.,,o:a.mnmmo:. Estimates
S . L 5 - . —— (Expressed in Man-days)
. - No. Functional Requirements Priority Percentage : el Response
: o - Compliance Effort A .
N . . Lo (man-days) Cost (PHP)
VLINK-480-024 Require multi-factor authentication for all individual administrative Mandatory , .
access and all remote/non-console access of admin/back-office
user
VLINK-480-025 The system must have an access control system that restricts Mandatory
access based on a user's need to know (i.e., individual personnel’s
job function) and is set to “deny all” unless specifically allowed
VLINK-480-026 For CDE, the following events concerning internal users shall be Mandatory
captured and logged:
« Al individual user accesses to cardholder data
VLINK-480-027 = Al actions taken by any individual with root or Mandatory
administrative privileges
VLINK-480-028 »  Access to all audit trails ) ‘ Mandatory
VLINK-480-029 + Invalid logical access attempts Mandatory
VLINK-480-030 « Use of and changes fo identification and authentication | Mandatory
mechanisms — including but not limited to creation of new
accounts and elevation of privileges — and all changes,
additions, or deletions to accounts with root or
administrative privileges
VLINK-480-031 » Initialization, stopping, or pausing of the audit logs Mandatory
VLINK-480-032 « Creation and deletion of system-level objects Mandatory
VOCALINK INSTAPAY 2.0 15020022 PROJECT B o
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* REQUIREMENTS COMPLIANCE FORM CLASS D
LANDBANK |
o nc.m.ﬁoamuum_e: Estimates
. . {Expressed in Man-days)
No. Functional Requirements Priority _u.s_.,nmanmm.m ; : — Response
. n Compliance Effort e S
e : Hausrauﬁu Cost ﬁv:e
VLINK-480-033 For each event in CDE, the audit trail entries must qm.no‘a the | Mandatory . -
following:
o User identification
VLINK-480-034 . ,_‘._»%m of event Mandatory
VLINK-480-035 ¢+ Date and time Mandatory
VLINK-480-036 s Success or failure indication " | Mandatory o
VLINK-480-037 « Origination of event (f.e., IP address or terminal ID, Mandatory
hostname)
VLINK-480-038 » Identity or name of affected data, system component, or | Mandatory
resource
VOCALINK INSTAPAY 2.0 15020022 PROJECT
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N REQUIREMENTS COMPLIANCE FORM CLASSD

LANDBANK :

Custornization Estimates
: . R : (Expressed in Man-days) . .
No. o Functional Requirements. ‘Priority Mm..nnﬂnm.mm Pt : — Response
. . . ) i : ompliance | pero Cost (PHP)
(man-days} It
PCI-DSS Requirements
VLINK-480-039 The system must comply with the current PCI-DSS standards | Mandatory
wherever applicable to the following:
+ Database
Business Rule:
Render card number/cardholder data unreadable anywhere it is
stored (including on portable digital media, backup media, and in
logs) by using any of the following approaches:;
o One-way hashes based on strong cryptography, (hash must
be of the entire PAN)
o Truncation (hashing cannot be used to replace the truncated *
segment of PAN)
o Index tokens and pads (pads must be securely stored)
o Strong cryptography with assoclated key-management
processes an¢l procedures.
VOCALINK INSTAPAY 2.0 18020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
rbzwthRW
| Customization mu.::..mn.nw .
— {Expressed in Man-days). . . :
‘No. Functional Requirements Priority v,n_‘nn_.._nwuo . - . Response
. Compliance Effort ost (PHP
o : {man-days) |. n.omn n._u P
VLINK-480-040 s During transmission Mandatory T
Business Rule:
Use strong cryptography and security protocols (e.g., TLS 1.2 and
above) to safeguard sensitive cardholder data during transmission
over open, public networks.
Examnples of open, public nelwoiks include bul are nol limited to
the Internet; wireless technologies, including 802.11 and
Bluetooth; cellular technologies, for example, Global System for
Mobile communications (GSM), Code division multiple access
(CDMA); and General Packet Radlo Service (GPRS).
VLINK-480-041 s Reports Mandatory
Business Rule: Reports-generated must only display In maximum .
the first six and last four digits of the Card Number
VLINK-480-042 The syslem must comply with PCIDSS provision on masking of | Mandalory
cardhaolder data (e.q., card number, expiration, etc.) when in
display.
Business Rule: First six and last four digits are the maximum
number of digits to be displayed
VOCALINK INSTAPAY 2.0 15020022 PROJECT
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‘ REQUIREMENTS COMPLIANCE FORM CLASS D
m
LANDBANK |
. Customization Estimates
o . (Expressed in Man-days) . :
- No. Functional Requirements _Priority v.n..n.omnmmm - - s A Response
e . : Compliance. | Effort S
_(man-days). | C°st(PHP)
Integrity Requirements
VLINK-490-001 The system must implement encryption/decryption technologics | Mandatory
that are appropriate with the data being processed (e.g., SHA256,
3DES, AES256)
VLINK-490-002 The system must ensure integrity of all data (e.g., monetary | Mandatory
transactions, reports, hand-off files).
VLINK-490-003 The syslem musl pass Lhe vulnerabilily assessment of Lhe Bank, Mandatory
VLINK-490-004 Mandatory
provided by the Bank.
Audit Requirements
VLINK- 4100 001 The system must log all users (e.g., Application Administration, | Mandatory
Security Administrator, System Administrator, and business users)
activities and information such as but not limited to the following: '
« Date and time of User log-in and log-off
VI TNK-4100-002 « User ID and namae zm:m.m.SQ I -
VLINK-4100-003 + Date and time of activity done in the system Mandatory
VLINK-4100-004 + Description of the activity done in the system (e.g., change | Mandatory
of password, enrollment of users)
VLINK-4100-005 ¢ Terminal ID/IP Address/Computer Name ({whichever is | Mandatory
applicable)
VI.INK-4100-006 = Value bafora Mandatory
Note: Not applicable for application/system referred as a "tool"
VOCALINK INSTAPAY 2.0 1IS020022 PROJECT
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REQUIREMENTS COMPLIANCE FORM

CLASS D

LANDBANK |
o Customization Estimates
S Ot b (Expressed in Man-days) .
‘No, Functional Requirements Priority 1n_.nnanwmn. ; - : e Response
: Compliance . Effort R : :
| | (modays) Cost (PHP)
VLINK-4100-007 + Valle after Mandatory T
Note: Not applicable for application/system referred as a "tool"
VLINK-1100-008 Remarks/status (e.qg., successful/failed login, lacked 1) Mandatory )
VLINK-4100-009 The system must view/display, print and download audit trail report | Mandatory
based on the range of the m.w_mmﬂ..ﬂ data.
VLINK-4100-010 The system must log transactions, meaning all successful, cancelied | Mandatory
and rejected transactions must be accounted for.
VLINK-4100-011 The system must have the facility to store and retrieve Audit Trail | Mandatory
data of all user actlvitios
Miscellaneous Requirements
VLINK-4110-001 The vendor must provide the source code to the bank via Escrow | Recommended
Agreement.
Nole:
1. Source code of the application to be developed that are
proprietary and conceptualized by the Bank must be
provided to LANDBANK
Proprietary systems conceptualized and designed by LANDBANK
must not be sold to competitors
VLINK-4110-002 | The Bank must be provided with a Conceptual Systems Design Mandatory
{CSD) or its equivalent document for the customized
] functionalities.
VOCALINK INSTAPAY 2.0 [§020022 PROJECT
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N REQUIREMENTS COMPLIANCE FORM CLASSD
LANDBANK |

. . Custoniization Estimates.
: _ : _ {Expressed in Man-days) Co
No. Functional Requirements s Priority P m.‘nn_a_"m.ma. T IEEE— - Response
. : . S Compliance . Effort Cost (PHP) :
: g . . (man-days). | ; ’
VLINK-4110-003 The Bank must be provided with a Technical Requirements Mandatory
Specification (TRS) or its equivalent document with the following
minimum inforrmation/sections.
« Hardware and software Specifications
« System / Infrastructure diagrams (Prod, UAT, DR)
» Process flow diagrams (P2P, P2M, Reconciliation, etc.)
« Data Flow Diagram (DFD) for all processes involving Card
Numbers
+ Database/Table Specifications
« 15020022 Message mapping to Database tables
« Database table mapping to Handoff Files
« Database table mapping to Interface Messages
« Generated files Layout and Specifications (handoffs, credit
files, etc.)
» Interface Messages Layout and Specifications .
* Reports Layout and Specifications
» Parameter tables / quick reference tables
+ Screen Layouts/UL and Specifications
» Audit trail Layouts and Specifications
» Program/Moedule Listing Specifications
« User profile listings
« User profile mapping to Screens/UI
s Error Code table with fix procedure
= Entity relationship diagrams
VLINK-4110-004 The Bank must be provided with a Technical Implementation Plan | Mandatory
(TIP) or its equivalent document,
VLINK-4110-005 The vendor must comply with the Bank’s Requirements Tracking Mandatory
Matrix (RTM).
VOCALINK INSTAPAY 2.0 1S020022 PROJECT
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LANDBANK |

REQUIREMENTS COMPLIANCE FORM

CLASS D

" No.

Functional Requirements

Priority

Percentage
Comipliance

n_.._mnoam.n.mzo= mmn::.m_umu
(Expressed in Man-days)

. Effort
(man-days)

‘Cost (PHP)

Response

VLINK-4110-006

The Bank must be provided with an Application Maintenance
Manual (AMM) or equivalent.

Examples:
¢ Server Hardware/ Soflwate Installation Piocedures
« Applicable administration/ housekeeping routines
s Problem Management Procedures, including
documentation on System Errors, Messages and Codes
(e.g., Quick Fix/Troubleshooting Guide)
+ Technical/System Manual
» Data Flow Diagrams (e.g., Level 1 and 2)
« User and Security Administration
« Operating Procedures
+ User's Manual
Quick Reference Guide

Mandatory

VLINK-1110-007

The Banlc must be provided with an Integration Testing
Cerllficallon ot ils equivalent.,

Mandatory

VLINK-4110-008

The Bank must be provided with a System Testing Certification
(Backup and Recovery Testing, Stress Testing) or its equivalent.

Mandatory

VOCALINK INSTAPAY 2.0 IS020022 PROJECT
REQUIREMENTS COMPLIANCE FORM (RCF)
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1502022 INSTAPAY RECON HAND-OFF FILE LAY-QUT [LBP AS SENDER]

Filaname:
Description:

19¥2-<LBP or OFB><mmddyyyy><ApplDe.civ

This file will contaln all APPROVED and FORCED COMPLETE{Assumed Gaod) and REIECTED Instapay transactions per channel

Flle velll be In €SV {comma-separated values) format. There will be fields that will contain an empty value depending
on the transaction cade of the transaction. There will be fields that will be entiosed with double quate as [t may
cantain pecial characters which Includes the comma character. Comma character Inside of the douhble guete should

not be treated as a delimiter.

Below are the fields that the value will be enclosed with double quot
- Source Account Number

- Response Code Description

- Biller Institution IB/Merchant 1D

- Merchant/Biller Name

- Biller Subscriber Name

ANNEX A

- Bill Mumnber
- Store Label
- Terminal Label
- Reference Label
Nota: - Acquirer Information
Teld Max Laigll [ranuat Description Examp! . 3 . Inhouse Credit WS Parameter
sending Parileipant BIC X(35] . . . Source Bank Code TLEPPHMMXXX + LBP BIC code.
Transaction Date X(8) Date of the transaction 09142021
|App (D 9{4) Appiication ID D020 - IAecess
Header {ndicatar Y Header Indlcator H
Aecaiving Martitipant BIC X[gt haLtitating e . . |Transferto fank Cade . . o e BAMKIPHIXEX {#frbnkende.
Transaction Time x{23} NEYY-MM- LTI inn:ss s Tinis af ransartion a0 07 2012331000 creditm .
Xi35) _LvYMm  BEEXNNNANNNNNNE NNNN | - YYYYMMDD — Transaction creation date 19990905B00PHBN 1X4X300000001 1345678 instrid: note farmat by differant here,
Transaction Identification X{100) YYYYMIMDOBOGBBBER BABXNNNNNNNNNNK NNNN Transactlon Reference no, of the application MBA1234567850123456 /89012 txnid
Lo¢al Instrument %(35) Ertad Type af Payment |1BPS paytype
Source Atcount Number 9{49) 9993959999 LBP Account Humber to be Debited 1234567893 acctno
Saurce Account Type . 2] _nxrx . . . SA . accttype .
Receiver Account Number x(40) XOOOGOOOOBNNINOIKX KK R KX XX RKREH Aceount Number of the recaiver 12345678901234567850 tfracctno
Tiznsaction Amount 9{15).99 95939 83 Transaction Amaount 100.00 txnamt
Transaction Status Code Xid) KRR ACTC CredIt Status {Webhook): tenStatus
Status Reasan Code X{d) FAAR Code for the reason af the status RCO3 Credit Status [Webhook): stsrsned
Response Cade Descriptian X{105] BOUOOCOONCOOON0000NONKL Description of the Response Code Payment Nat Recelved

- Containg elther the Biller tnstitution 1D ar Merchant ID - (f Transactlen Code is not
B9, 08P, PIM or PZE, this ficld will cantaln an empty valug - Enclosed by double

Biller Institution ID/Merchant 10 x{35) OO0 OXUKKXKXKEKRHXNRKN AKX uate - For Bills Payment.P2M and P2Micro only 123456745012 345578501234567890 merchid
Ior P20 and P2MIcro, this D25will contaln the Merchant name
- For the Bills Pay PH, this will contaln the Biller namez Merchant Name
Merchant/Biller Name X{140) XRIOBOOCOGO X000 - For Billy Pay PH.P2M and #2Micre only Biller Name tirname
Bills Payment Subscriber o, #(35) FELEE) 9999595994859955 - Fur Bills Payment only 123456789012 345678901234567850 bpaceino
er Subscriber Name X{140} YOO RAGONINK NN - For Bills Payment only Diller Cutomier 1 bpacctname
Number X{35 YOOOEKXOUORONONKKR - Far Bills Payment gnl 123456765012345678901234567390
Store Lahal X{20} YOO XX D00000CKKK KR - For P2M and P2Micro only ABCDE1234567890 siibl
Terminal Lahel X(35} NKXXN0N0K H Transactlon Code is not #2M or P2E, 1his field will contain an em| ABCDEL2345 oigrp
IF Transaction Code Js not F2M or P2E, this fleld will contain an empty value ABCOE1234567890123456780012345

Reference Label %(33) X00O0CKEERX KA RO00000IICONK - For P2M and P2Micro Only ABCDE turef

prdstetatibiiibity

OKREXKIOCOCNNY

KRKRHO00000CKKKY ABCDE17345G789012345A0CD012345

XKAOLOOCO000CKK XY ) Transactlon Coda is net QBP, P2M ar 6785012345ABC0E12345678901234 5A

[Ertapapeeteseresed P2, this field will contain an empty value BCOE123456789012345ABCDE1231456
Acquirer Information x(14c) XAROODCCNON! - For Bllls $ayment,P2M and PZMicro only 789012345
Traller Indlcator A1) X Teailer Indlcatar T
Total Transaction Count as Sender Total Transactlon Count as Sender 576489
Total Transaction Amount as Sender |9{15.99 99993300 Tatal Transaction Ameunt as Sender 10004.00

ANNEX K



1502022 INSTAPAY RECON HAND-OFF FILE LAY-QUT (L8P AS RECEIVING}

ANNEX B

Filaname: 1PY2-<LBP or QF B><mmddyyyy>.cev
Description: This file will cantain all APPROVED and FORCED COMPLETE[Asstmed Gaad) and REJECTED Instapay transactions {LBP as recelving)
File will be in C5¥ [comma-separated values) format. There will be flelds that will contaln an empty value depending
on the transaction ¢ode of the transaction. There will be fields that will be enclosed with double guote as it may
contain special characters which Intludes the camma character. Comma character Inslde of the double quote should
not be treated as a delimiter.
Below are the fields that the value will be enclosed with double quote:
- Suwrce Accounl Number
- Aesponse Code Description
- Blller Institutien ID/Merchant 1D
- Merchant/Biller Name
- Biller Subseriber Name
- Bill Numleer
- Store Label
+ Terminal Label
+ Reference Label
Naote: - Acquirer lnformatian
Max Length Toimat Descriptlon _m:u.ﬁ_w_h
1350 KXRKUKXAKAK ) N Squrce Bank Code L JTLBFPHMMZXX - LBP BIC cade.
Transaction Dats X[ MMDDYYYY Date of the transaction 02142021
|Header Indicator X1 X Header [ndicat H
Reealving Parti¢lpant BIC X({35) KXRXXRAKXKK Transfer ta Bank Code BANKLPHIXXX
ne N YYYY MM DDThlimm:ss sss Time of {rangaction 020722745k
Tnstructien {dentification X(E5) PHYYMMDUBBEBEOBE BEBXNNNNNNNNNNN NNNN - YYYFMMDU - Transaction eeeatio date SSI0U0Y BUUIMHBN LU DUGUDGOUL
Trantartion Identificatian X{100) YYYYMMDRBRBBRARA BEBXNNNNNNNNNNN NYNY Teanggction no. of tha applicaticn — MBA1234567890123456785012 .~ |
Lozal Instrument X{35) XXXK Type of Payment IBPS
Source Account Number 9{40) EERERPEERF] L8P Account Number to be UDebited 1234567890
Source Account Type %2) hid A
Recelver Account Number X[40) XE0OOCOOHIKNER XXX KKK O KNNKI OO N Account Number of the rec 12345678901234567890
Transaction Amount 9{15).99 959595935999999.99 Transactlon Amount 100.00
Transactian Status Code A4} XXXX ACTC
Status Reason Cnde X4} RXKX Code for the reascn of the status RCO3
Code Dastription X[105] XK KA NN OO X KOO0 Description of the Respanse Cade Payment Not Received
- Contains elther the Giller Institution 1D er Merchant 1D - If Transaction Code {5 not
BP, BP, P2M ar P2L, this field will tontain an empty valua - Enclosed by double
uticn I0/Merchant IC X[3%) XCOOKAXKNKARENRICOOOA KRNI KRR RR quate - For Bills #aymant,P2M and P2Micro only 123456785012345678%01234567830
- For P2M ant P2Micra, this D25wlll contaln the Merchant name
- Far the Bills Pay PH, this will contaln the Blller namez Merchant Name
Merehant/Biller Name X(140} YR KNXIOENIRE RN - For Bills Pay PH,P2M ang P2Micro only er Name.
Bills Payment Subscriber No. X{35) 939995399595999999! - Far Bills Payment only . 1234567£9017345678901234567890 -
Qiller Subscriber Nama X(L40) XX 0RO Y - Far Bllls Payment anl Biller Cytormer 1 s
Blll Humber X{35) XRXKRNOOCOINCNR XK - For Bills Paymant only 123456789012345678501234567850
Store Label X700 JONUCDUCUOOLRX RN - Far P2M and P2Micre only ABCCE1234567830
Termminal Labe! X(35] AXKAEXKRXK il Transaction Code is not P2M or P2E, this field will contain an empty value ABCDE12345
IFTransaction Code is not P2M or PZE, this field will contain an empty value ABCDE1234567850123456789012345
Refetence Label %{35] KX XDRRXNDOOOKNKOCE DN - For #2M and P2Micro Only ABLDE
KIHONODEIDOIRIONN
X0GOOCONGOONNK
predibrbetebiesid ARCDE]23456789012345ABCRE 12345
boedobivbeieriesid If Transaction Code is not QBF, F2ZMor 6789012345ABCDEL123456 7290123454
KX RKIOLOOEODOCNK P2E, this fleld will cantain an empty value BCDF123456789012345ABCDE]123456
Acquiter Infi i X[140) KXXXIOCOONNKN - For Bills Payment,P2M 2nd P2Micro only 789012345
Trailer Indicatar X{1) X Trailer Indicater T
Total Tr lon Count as Sendes 3(10} 9599939399 Total T: ion Count as Sender 576483
Total Transaction Amount as Sender  |3{15}.99 99959595999999300 Total Transaction Amount a5 Sendat 10000.00

ANNEX L




Annex C — Matching Criteria for Reconciliation of Inward and Outward Instapay
Transactions

Matching Description Bancnet File LANDBANK File Reconciliation Status '
Transaction Azcepted Approved/Forced Matched
approved/accepted in Posted
both BN and LBP
Transaction Rejected/Not Approved/Forced In LBP Only
Rejected/Not logged in | logged Posted
BN but
Approved/Forced
Posted in LBP
Transaction Accepted in | Accepted Rejected/Not loggad In BN Only
BN but Rejected/Not
logged in LBF

=

Note: Transactions after LANDBANK’s batch/cut-off time are considered as “switch float” transactions
and shall be included in the next day’s reconc’liation.
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Upload Batches
Footer

Feld Usage
M:
Mandatory,
O: Optional
S. and C:
No. Field Attribute Length Conditional  Remarks
3 Check sum Number 8 C Check sum value for the
record. Fixed length 8
digit value, left padded
with zeroes
Footer
Table 164: Footer
Field Usage
M:
Mandatory,
O; Optional
S. and C:
No. Field Attribute Length Conditional  Remarks
1 Filz Trailer Chcracter 2 M File Trailer/Footer, always
FT
2 Record Count Number Q aY| Total record count in the

file excluding header and
footer, left padded with
zero,

Transaction Upload

This file is used to upload Load Cash, Miscelianeous Debit Credit, Cashback, and

Card Fees “ransactions.

File Naming Convention
TXU<bank_code>DDMMYYHH24MISS.dat

NOTE: Pipe (1) delimited file format in Record fields only. If the value is not available for any
of the column, pipe (|) must be provided. The separator is not supparted for the Header and

Footer sections. Further, Header and Footer are of fixed length.

The following elemerts will be used to ncme files:

® 2014-2021 Mastercard. Proprietary. All rights reserved.
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Upload Batches

Header
Table 165: File Naming Convention
Field Usage
M:
Mandatory,
O: Optional

S. and C:

No. Field Attribute Length Conditicnal  Remarks and validation

1 Fila Type Alphanume-ic 3 M Fixed value "TXU"

2 Institution Alphanumeric 6 M Bank Code. Indicates the
bank or institution code
for which the transaction
file is uploaded.

3 Date Alphanumeric 12 M Date of file creation in
DDMMYYHH24MISS
format.

4 File Extension Alphanurreric 4 M dat

Examples of file names:

Table 166: File Naming Convention
File Type File Name
Transaction Upload : TXU158127140426174708.dat
Header
Table 167: Header
Field Usage
M:
Mandatory,
C: Optional

s. and C:

No. Field Attribute Length Conditional  Remarks and validation

1 Record Type Alphanumeric 2 M Fixed value "HD"

2 Institution Alphanumeric 6 M Bank Code

® 2014-2021 Mcstercard. Proprietary. All rights reservad.
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Upload Batches
Record

Field Usage
M:
Mandatory,
O: Optional
s. and C:
No. Field Attribute Length Conditional  Remarks and validation
3 Date Alphanumeric 8 %) Daze of file creation in
DDMMYYYYHH24MISS
fornat.
4 Versicn Alphanurreric 3 M 2.0
Record
Field
Jsage
M:
Mandator
¥ O:
Optional
and C:
S. Condition
No. Field Attribute Length al Remarks
1 DEVICE_NUMBE Number 24 c Valid Device Number.

R

Either Device Number or
CNA must be provided in the
request.

If the values for Device
Number and CNA are
present, the CNA value is not
checked.

® 2014-2021 Mastercard. Froprietary. All rights reserved.
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Upload Batches

Record

Field
Usage
M
Mandator
Y. O
Optional
and C:

S. Condition

No. Field Attribute Length @i Remarks

2 WALLET _NUMB Number 24 C Valid Wallet Number.

ER If this field is not provided:

« For single currency
prepaid cards, credit
cards, and debit cards,
the transaction is posted
in the default wallet.

+  For multicurrency cards,
the walilet is derived
based on billing currency
mentioned in the record
and the transaction is
posted in that wallet.

3 INDICATOR Number 1 M Identifies if the transaction
is original or reversal.

Valid values:

0: Normal

1: Reversal

Reversal is applicable only in

case of Load, Cashback, and

Card fees (Both full and

partial reversals in case of

card fees and cashback), if
sent for Misc Credit or Misc

Debit the record should be

rejected.

4 TRANMSACTION_ Date 8 kA Transaction date in
DATE DDMMYYYY format.
©® 201.4-2021 Mastercard. Froprietary. Al rights reserved.
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Upload Batches
Record

Field
Usage
M:
Mandator
Y. Ot
Optional
and C:

5. . Conditicn

No. Field Attribute Length al

Remarks

5 TRANSACTION_ Alphanumeric 2 M
CODE

Valid values:
U1l: Load Cash allowed for
pregaid product only.

71: Misc Credit allowed for
all product types.

70: Misc Debit allowed for all
product types.

21: Card Fees.

92: Cashback - Allowed for
Prepoid Product only.

©® 2014-2021 Mastercard. Froprietary. All rights reserved.
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Upload Batches
Record

Field
Usage
M:

Mandator

y, O
Optional
and C:
g Condition

No. Field Attribute Length al

Remarks

5 FEES_REASON  Alphanumeric 2 C

In case of Card fees
transactions, this field
should be present and must
have valid value of fee
reason code. The valid values
are as defined on the Card
Management > Program
Setup > Device
Configuration > Fee Reason
screer,

The record will be rejected if
the value is not configured.

Whenaver the renewal or
replacement fee is posted,
the system generates an
alert (if enabled) for
indicating the fee amount
that is charged. This alert
gets triggered either
immedictely after the
replacement/renewal
process or after the card is
activated, if the renewal or
replacement fee is applied
for any of the following
reason codes:

- Renew Device [9]

+ Early Renew Device [04]

- Late Renewal [21]

- Lost Device [05]

» Stolen Device [6]

» Device Damaged [19]

. Counterfiet Device [07]

« Emergency Replacerment
201

. Erroneous Device [02]

+ Replace Other Reason [8]

® 2014-2021 Mestercard. Proprietary. All rights reserved.
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Upload Batches
Record

Feld

Usage
M:
Mandator
Y. O:
Optional
and C:

S. Condition

No. Field Attribute Length o

Remarks

- Device Technology
Upgrade [03]

7 TRANSACTION_ Number Maxim M
AMOUNT um: 15

‘0006000" means 60.

This is as per the currency
exponent.

This value should be whole
number. Value is calculated
with following method using
ISC Defined exponent. For
example:

Value of file:
000000020100333

Currency: USD

Exponent value: as per ISO
standard for USD is 2

Calculated value is:
DO0O0000N100333/100 :
1003.33

Value of file:
000000C001.00333

Currency: BHD

Exponent value: as per ISO
standard for BHD is 3.

8 TRANSACTION_ Number 3 M
CURRENCY

Transaction Currency. This is
the ISO currency code that
must be sent in the file.

Q CONVERSION_R Number 25 c
ATE

This field should be sent for
cross currency transaction;
otherwise, the record is
rejected. This field will not be
sent in case of single
currency transaction.

© 2014-2021 Mastercard. Proprietary. All rights reserved.
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Upload Batches
Record

Field
Usage
M:
Mandatoer
y- Ot
Cptional
and C:
S. Condition
No. Field Attribute Length d Remarks
10 CONVERSION_R Date 8 O Effective date for the rate
ATE_CATE sent in the file DDMMYYYY
format.
11 BILLING_AMOJ Number 15 M '0006000" means 60. This is
NT as per the currency
expcnent. This value should
be whole number. Value is
calculated with following
method using 15O Defined
exponent. For example:
Value of file:
000000000100333
Currency: USD
Exponent value: as per ISO
standard for USD is 2
Calculated value is:
000000000100333/100 -
1003.33
i Value of file:
000200C00100333
Currency: BHD
Exponert value: as per ISO
standard for BHD is 3.
12  BILLING_CURRE Character 3 M Billing Currency. This is the
NCY ISO currency code that must
be sent ‘n the file.
13  NARRATION Alphanumeric 40 O Transaction Description

© 20142021 Mcstercard. Proprietary. All rights reserved.
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Upload Batches
Record

Field
Usage
M
Mandator
y. O
GCptional
and C:
S, Condition
No. Field Attribute Length al Remarks
14 ORG_"XN_ARN Number 50 C Original Transaction Acquirer
Reference Number (ARN)
used for extracting original
transaction. It is mandatory
in case of reversal reguests.
Applicable only in case of
load and card fees reversals
{both full and partial
reversals in case of Card
fees). The ARN is not
mandatory for cashback
transaction.
15 ORG_TXN_DATE Date 25 C Original Transaction Date

and Time in
DDMMYYYYHH24MISS
format. It is mandatory in
case of reversal requests.
Applicable only in case of
load cnd card fees reversals
(both full and partial
reversals in case of Card
fees).

® 2014-2021 Mastercard. Proprietary. All rights reserved.
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Upload Batches
Record

Feld
Usage
M
Mandator
y- O
Cptional
and C:
S, Condition
No. Field Attribute Length al Remarks

16 SOURCE Number 2 O Represents the source or
origin of the transaction.

« Valid Values:
- 2-WWR
- 2 -Mobile
- 3-ATM
- 4 - NetBanking
- 5-PO5
- 6-Scheme
- 7 - CoreBanking
- B-5MS5S
- 92-ACS
- 10-ONUS
— 11- Other
- 12-0ther2
— 13- 0Other3
— 14 - Other 4
- 15- Other 5
— 99 - DEFAULT

« The SOURCE field is
applicable only if the
TRANSACTION_CODE
va've is Ul.

If the values are not
between the vaiid value
range of 1to 15, the
record is rejected.

. =cr other transaction
tynes, this field is ignored.

©® 2014-2021 Mazstercard. Proprietary. All rights reservad.
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Upload Batches
Record

Field
Usage

M:

Mandator

y. O
Cptional
and C:
S. Condition

No. Field Attribute Length o

Remarks

17 CARD_NUMBER Alphanumeric 24 C
_ALIAS

Valid and unique Card
Number Alias (CNA) that is
supported by the institution.

Either CNA or Device
number must be provided in
the request.

The device status where the
request gets processed with
CNA is (DEVICE
_STATUS_CODE = NORMAL
(0) OR
(DEVICE_STATUS_CODE =
UPGRADE (9) AND
UPGRADE_STATUS = 1).

If multipie normal devices
are found for the CNA, then
the Product Type, Program
Code, ard Device Plan Code
fields are checked in the
record to find a unique
device.

If the Device Number Alias
Uniqueness Level parameter
at institution level is defined
as |-Institution Level
Unigueness, the uniqueness
of CNA s validated at
institution level while
processing the record.

i the Device Number Alias
Uniqueress Level parameter
at institution level is defined
as D-Device Plan Level
Uniqueness, the uniqueness
of CNA is validated at device
plan level while processing
the record.
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Integrated Issuing—File Formats User Guide — Upload 2021.R8 « 7 September 2021 474

Anfet 112



Upload Batches
Footer

Field
Usage
M:
Mandator
y: G
Cptional
and C:
. Condition
No. Field Attribute Length d Remarks
18 PRODUCT_TYPE Alphanumeric 1 O Valid values are:
- D: Debit
« P: Prepaid
- C:Credit
19 PROGRAM_COD Alphanumeric 10 O Program for which the
E request is received.
20 DEVICE_PLAN_ Alphanumeric 10 O Device plan code as
CODE configured in customer
portal for that program.
21  Custom field1  Alphanumeric 100 @] Reserved for future use
22  Custom field2  Alphanumeric 100 O Reserved for future use
23 Custom field 3  Alphanumeric 100 O Reservec for future use
24  Custom field 4  Alphanurreric 100 0 Reserved for future use
25 Custcmfield 5 Alphanumeric 100 0] Reserved for future use
26  CHECKSUM Number 2] M Required if configured
against the batch. Check
sum value for the record.
Fixed lergth 8 digit value,
left padded with zeroes.
Footer
Table 168: Footer
Field Usage
M:
Mandatory,
Q: Optional
s, and C:
No. Field Attribute Length Conditional  Remarks

1 Record Type

Alphanumeric 2

M

Fixed value "FT"

® 2014-2021 Mastercard. Proprietary. All rights reserved.
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Upload Batches

Transaction Limi= Plan Upload Batch

S

No. Field

Attribute

Length

Field Usage
M:
Mandatory,
C: Optional
and C:
Conditional

Remarks

2

No of records

Alphanumeric 9

™M

Total record count in the
file excluding header and
footer, left padded with
zero. Example:000000003

Transaction Limit Plan Upload Batch

Transaction Limit Plan upload batch provides mechanism to update the
transaction limit plan for a cardholder at device or wallet level.

Once the filz is uplcaded new plan is attachec at the cevice or wallet level. The
transaction limit plan is already defined in the integrated Issuing with the
configured effective date which will also be applicabie during this batch upload.

File Naming convention

NOTE: Pipe (]) delimited file format. If the value is not available for any of the column, pipe

¢|» must be provided.

LPU|<BAN K_CODE>|<DDMMYYHH24MISS> <SEQ_3>|.DAT

Table 169: File Naming Conventions

[

Field Usage
M:
Mandatory,
O: Optional,
s. or C:
No. |Field Attribute Length | Conditional | Remarks
File Type Character 3 M LPU: Limit Plan Upload
2 Bank Code Alphanumeri |6 M Bank Code
c
3 Date Alghanumeri |6 M Date of file creation in

DDMMYY format.

© 2014-2021 Mastercard. Fropriatary. All rights reserved.
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Sending Bank  Acct Type

LBP SA
LBP CA
LBP Licc
LBP LMPC

Report Attrlbutes:
Content:

File Type:
Frequency:
Sorting:
Account Type
Channel :
Tran D
Instruction 1B
Tran Type:
Date:

Time:

LAND BANK OF THE PHILIPPINES
INSTAPAY TRANSACTIONS SWITCH FLOAT - OUTWARD

Source Account Channel Instruction D Tran ID Tran Type
XRX0OOLXKX IACCESS  X0MNHX XHXKK PP
HIOOOOKKEX WeACCass 00K XAXRK QpPiM
FXXACHOUROONK MBA 000 XXX pP2p
KNKICECOUKAN XY MBA  xx00t RIO00! QaQrP2Mm

Approved transactfons from 11:30:00 pm {aftor LBP batch cut-off) to 12:00:00mn
sV / FDF

Daily

Per transaction time

Avcount type of LBP Souree Account
Description of channel or channel code if any
Unique trace number {present in BN and LBP)
Unique trace number (present in BN and LBP}
Locai Instrument -

mm/ddfyyyy

hh:menss {military time)

17172021
Tran Date
01/01/2021
01/01/2021

01/01/2021
0i/01/2021

ey 0 -4

Time

23:30:00
233114
23:31:16
23:58:59

Receiving Bank

MET
usp
BDO
BDO

TOTAL

Recelving Account

HXXHAXAHRXK
XRXHOXXRKAKKCANXRKA
KXRXHAKKAX
HUCANRN

Tran Amount

3,000.00
2,000.00
1,500.00
2,000.00

S p——

8,500.00

—_—

Completion Status

farced completed



Sending Bank

GXI
AlB
BDO

Report Atlriliutes:
Content:

File Type:
Frequency:

Instruction ID
Tran Type:

“ Date:
Time:
Atcount Type

Saurce Account Instruction ID Tran 1D Tran Type Tran Date
XREKEXXAKKKK XXAANXK AXRAAA PZP 01/01/2021
XRAXKKAHKAAAK KEXXXXK KXARAK P2P 01/01/2021
XHXXAAKEAK KXXXXX XAXKXK pP2p 01/01/2021

Approved transactions from 11:30:00 pm (after LBP batch cut-aff) to 12:00:00mn
CSV /PDF

Caily

Per transaction time

ADED (Sharee Quthound Folder)

Unique trace number (present in BN and LBP)
Unique trace number (present in BN and LBP)

Local Instrument

mm/fddfyyyy .
hitnm:ss (military time)

Account type of LBP Recelving Account

LAND BANK OF THE PHILIPPINES
INSTAPAY TRANSACTIONS SWITCH FLOAT - INWARD
1/1/2021

Time

23:30:00
23:31:16
23:59:59

Andet 0-

Receiving Bank Acct Type Recaiving Accaunt

LBP SA UKKHHANAK

LBP LICC  X00O00O0GOUKEXNRARKY

LBP LMPC  XXIOUO00O0O0OOON0000
TOTAL 3

2

Tran Amount

3,000.00
1,500,00
2,000.00

—_—

6,500.00

—er———e———

Completion Status

forced completed



Sending Bank

LBP
LBP
LBP
LBP

LAND BANK OF THE PHILIPPINES
INSTAPAY RECONCILING ITEMS - OUTWARD

IN BANCNET REPORT ONLY
1/1/2021
Acct Type Source Account Channel  InstructionID TranID  Tran Type Tran Date Time Recaiving Bank Recelving Accotiit
SA HXKKRNAAAK MBA XXRRXX XXKNX Lrid 12/31/2020 23:50:50 MET KRAKHAXNAK
CA OO We Access HRAHRK AKX PP 01/01/2021 12:01:22 usp KOOSR
LIicC peotiersrtis ettt MBA XEXXKK AXKXK P2P 01/01/2021 18:03:52 BDO XRGOOKRAN
LMPC XXX XXX AKX lAccass XXXXXX XAKXK P2p 01/01/2021 20:19:08 BLO FRUXARAARK

TOTAL 4

Report Attributes:

Lontent:

Flle Type:
Frequency:
Sorting:
User:
Account Type
Channel :
Tran 1D
Instructlon I}
Tran Type:
Date:

Time:

suspect recenclling Items (LBP as Sender) - Approved In BN but not in LBP
C5v/POF

Daily

Per transaction time

AQSD (Shared Quthound Folder)

Account type of LHP Source Account
Description of channel or channel code if any
Unique trace number (present in BN and LBF)
Unigque trace number (present in BN and LBP)
Lécal Instrument

mm/ddfyyyy
hh:mmiss {m

ary time}

AMB 0 -3

Tean Amount

3,000.00
2,000,00
1,500.00
2,000.00

8,500.00

BN Transaction Status  LBP Transaction Status

ACTC Rejected
ACWE
ACTC
ACWP



Sending Bank

LBP
LBp
LEP
LeP

Repart Attributes:
Content:

File Type:
Frequency:
Sorting:

User:

Account Type
Channel :

Tran (G
Instructlon ID
Tran Type:

Dat
Time:

Souree Account Acct Type channel
JHXRNKARK SA l1Access XXI00X
JOOLLXRANAN CA WeAccass XHKXK
JOO0OOCONOOCINNN Licc MBA MIOKK
XEROOOO000O00O00R LMPC MBA XENXK

gitems (LBP as Sender) - Approved in LBP but notIn BN

Per transaction time

AQSD (Shared Outbound Folder)

Accaunt type of LBP Source Account
Description of channel or channel code if any
Unlgue trace number {present in BN and LBP)
Unique trace number (present in BM and L8P}
Local Instrument

mm/dd/yyyy

hh:mm:ss {milltary time)

Instruction D Tran D

LAND BANK OF THE PHILIPPINES
INSTAPAY RECONCILING ITEMS - CQUTWARD

IN LBP REPORT ONLY
1/2/2021
Tran Type Tran Date Time Recelving Bank  Recelving Account
P2p 01/c1/2021 10:00:03 MET peehh ettt
p2e 01/01/2021 12:01:22 UBP HAXRANOOOOOOOCCE AN
pP2p 01/01/2021 18:03:52 BDO KXXRXXXXXX
P2P 01/01/2021 20:19:08 BDO pithiiiiig
TOTAL 4

Aner 6 -4

Tran Amount

3,000.00
2,000.00
1,500.00
2,000,00

8,500.00
—t

1BP Transaction $tatus

successful

successtul

successful
farced completed

BN Transaction Status

rejected
refected
rejegted
rejected



Sending Bank

GXI
AUB
BOO

Source Account Instruction 1D

KROCANKAAAK XHHARX
KRXXAXKKAKKEK XKXHXK
SOKKRAAAXY XAXXKR

Report Attributes:

Content:

File Type:
Frequency:
Sorting:

User:
Account Type
Channel:
Tran 1D
Instruction ID
‘fran Type:
Date:

Time:

Suspect recen
CSv/ PDF
Daily

Per transaction time

AQSD {Shared Outbourd Folder)

Account type of LBP Destination Account
Description of channel ar channel code If any
Unique trace number (present in 8N and LBP)
Unigue trace number (present in BN and LBP)
Local Instrument

mmy/dd/yyyy

hhzmmiss {military time)

Tran ID

XRXXXX
XXKXRX
XXRXNA

LAND BANK OF THE PHILIPPINES
INSTAPAY RECONCILING ITEMS - INWARD

IN BN REPORT ONLY

1/1/2021
TranType  Tran Date Time
PZP 01/01/2021 10:00:03
p2p 01/01/2021 12:01:22
r2p 01/01/2021 18:03:52

ng iterns {LBP as Receiver) - Approved in BN but notin LEP

ptet 0 -{

Recelving Bank

LBP
L8P
LBP

Acct Type

SA
Licc
LMPC

TOTAL

Receiving Account

MKXXAKAKKX
XXEXKXNOUOHKRN KKK
AXXHAKHKKXXKAARKKRK

Tran Amount

3,000.00
1,500,00
2,000.00

6,500.00

————

BN Transaction $tatus

ACTC
ACWP
ACTC

LBP Transaction $tatus

rejected
rejected



Sending Bank

GXI
AUB
BDO

Source Account nstruction 1D

XEAXHHAAAKK XXXKXA
KROOOBKKNRAX pebetid
fretd et EXNNNA

Report Attributas:
suspect reconciling items (LBP as Recelver) - Approved in LEP but not in BN

Content:

file Type:
Frequency:
Sorting:
User:
Accaunt Type
Channe!:
Tran 1D
Instruction ID
Tran Type:
Date:

Time:

sV PDF

Dally

Per transaction time

AOSD (Shared Outbound Folder)
Account type of LBP Destination Account

Description of ¢hanne) or channel cede IF any
Unigue trace number [present in BN and LBP)
Unique trace number {present in BN and LBF)

Local Instrument
mm/dd/vyyy
hh:mm:ss (military time}

Tran D

XXNXKX
p et e
feetcd

Tran Type

p2p
2P
p2p

LAND BANK OF THE PHILIPPINES
INSTAPAY RECONCILING ITEMS - INWARD

Tran Pate

12/31/2021
01/01/2021
01/01/2021

IN LBP REPORT QNLY
1/1/2021
Time Recelving Bank
23:50:03 LBP
12:01:22 LBP
18:03:52 1Bp

pafet 0 -G

Acct Type
SA
uec
LMPC

TOTAL

Recelving Accotint

XHRCEOKA
XXOUOCKNAXKOOCKANK
XUXKKIHCKKRIEKRHANA

Trat Amount

3,000.00
1,500.00
2,000.00

6,500.00

—_——————

BN Transattion Status

rejected
rejected
rejected

LBP Transaction Status

farced completed
successful
successful
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SUMMARY REPORTS

Can be generted per date range/othar selected category

Shafl conlaln
PP

Sending Bank

Total Cound
Total Amount

M

Seading Bank

Total Count
Tolal Amount

Fleld) attributed per

Receiving Bank

Reeehing Bank

Typa (Local

Transaction Date  Transaclion Time #nsirutiion |dentificalion  Transaction idenlification  Transaction Typa Solrce Account Mumber  Transferen Accouni Number Transaction Amaunt  Tranaaction Status.

Transaction Date

Time Instruction

Transaction Typs Source Account Number  Transieres Account Number Transaclion Ameunt  Transaction Status

kgt 0 1

Gode  $tatus Reason Code

Cods Status Reason Code  Merghant [0 Meschanl Nama  Store Label Terminal Labet Reference Label Acquirer Infermabion



TR: Transaction 80 - Debit/Credit Transaction Page 1 of 5

-

Home > Transactions Reference > Input Transaction Descriptions > Transaction 80 - Debit/Credit Transaction

Transaction 80 - Debit/Credit Transaction

Purpose

To debit or credit an account.

Field Position/Type | Descripiion

Name

Controls |1-25/C Required. See ST Control Fields.

Tran 26-27/N Required. Code that icentifies the transaction type.

Code Valua: 80

User 28-31/N Reqaired. Ccde that further identifies the transaction type.

Code

Amount 32-46/N Required, Amount of the transaction. Cannot be 0. Format: MN.NN

Original Transaction Information (47-66):

Date 47-52/C Date the transaction was entered (not the date the transaction was posted). If blank,
currant date is used.
Forriat: MMDDYY
Backdate |53/C Backdate flag. If 1, transaction is backdated.
CHK- 54-63/N Serial number of transaction.
Coupon
£ The purpose of the ST system is "o satisfy all current and future deposit requirements
for your financizai organization. STis NOT in“ended to be a transaction system, and
therefore, does nat contain the functionality to apply the required U.5. Federal
Regulations to hese types of transactions; the check number should always be zero.
Filler 64-77/C
Plan Cdi |78-79/C Required for Retirement Accounts unless Option 35 (on the STT1 - Transaction Table

screen’ is Y (Yes). Type of contribution and/or distributicn.

Primary Plan Distribution Codes:

00 - Nonreportable (Does not display on STIS or statement of condition - may cause an
out of balance condition.)}

@1 - Premature, no exceptions
02 - Premature with exceptions
03 - Disability

04 - Death

05 - Prohibited trarsaction

07 - Normal

08 -~ Excess contributions .

19 - Insurance premium (not allowad on Education Savings Account, type 08, or Health
Savings, type 10)

11 - Premature SIMPLE first two years

14 - Qualified distr’bution - Roth/Roth Convarsion (valid on'y on Roth, type 07, and Roth
Conversion, type 09)

15 - Direct rollover/rollover contribution to RA (not allowed on Roth, type 07, Education,

mk:@MSITStore:C:\Users\D8 12\Documents\Systematics\Manual\2 1 8\ST218.1 82.chm::/... 06/07/2021
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TR: Transaction 80 - Debit/Credit Transaction Page 2 of 5 -

type 08, Roth Conversion, type 09, or Health Savings, type 10). SIMPLEs, type 06, must
have rmet their two-year holdirg seriod.

18 - Early Roth distribution (valid only an Rotk, type 07, and Rath Conversion, type 09)

21 - HSA normal

22 - FSA excess cont-ibution

23 - FSA earnings on excess contributian

24 - FSA disability

25 - Recharacterization distribution (not allowed on SEPS, type 03, Keoghs, type 05,
SIMPLEs, type 08, Education, type 08, or Health Savings, type 10)

26 - Recharacterization earnings dist-ibution {not allowed on SEPS, type 03, Keoghs, type
05, SIMPLEs, type 06, Education; type 08, Health Savings, type 10)

27 - HSA prohibited

28 - Foth distribution with exception (only valid on Roth, type 07, and Roth Conversion,
type 09)

30 - Direct transfer
31 - Excess contributions earnings
32 - External direct transfer

33 - Transfer to spouse RA, incident 22 a divorce (not allowed on Roth, type 07,
Education, type 08, Roth Conversion, type C9, or Health Savings, type 10}

34 - Internzl direct transfer

35 - HSA death distribution

37 - HSA externai direct transfer
38 - HSA internal direct transfer
41 - ESA Normal distribution

42 - ESA excess contributions
43 - ESA excess contribution earnngs
44 - ESA disability

45 - ESA death

46 - ESA prohibited

47 - ESA external direct transfer
48 - ESA internal direct transfer

Primary Flan Contribution Codes:

50 - Nonreportable {Does not display on STI9 or statement of condition - may cause an
out of balance condition.)

51 - Roth Conversion (valid for Rcth, type 07 and Roth Conversion, type 09}
52 - Rollover
53 - Delayed Rollover

55 - Recharacterized IRA Contribttion {(not allowed on Keoghs, type 05, Education, type
8, or Health Savings, type 10)

56 - Recharacterizad IRA Contribution Earnings (not allowed on Keoghs, type 05,
Education, type 28, or Health Sevings, type 10)

57 - Narmal (not allowed for Education, type 08, or Health Savings, type 10)

58 - Recharacterized IRA contribution (not allowed on Keoghs, type 05, Educations, type
08, or Health Savings, type 12). Does not affect or reduce the year's remaining
contribution limi= but is reportable to the IRS.

59 - Racharacterized IRA contributicn earnings (not allowed on Keoghs, type 05,
Educations, type 08, or Health Savings, type, 10). Does not add to YTD totals but is
reportable.

60 - Nondeductible/nonreportabie {does nct display on STI9 or statement of condition -
may cause out cf balance corditicn)

62 - Nondeductible rollover

63 - Nondeductible external direc: transfer

64 - Nondeductible imternal direct transfer

67 - Nondeductible normal {not allowed for Education, type 08, or Health Savings, type

mk:@MSITStore:C:\Users\D812\Documents Systematics\Manual\218\ST218.182.chm::/...  06/07/2021
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TR: Transaction 80 - Debit/Cradit Transacticn Page 3 of 5

10)

68 - Nondeductible voluntary (only valid on SEP]

6% - Nondecuctible direct transfer

70 - Voluntzary (only valid on SEP)

71 - HSA normal

72 - HSA rollover

77 - HSA external direct transfer

78 - HSA internal direct transfer

79 - HSA employer contribution

80 - Direct transfer

82 - External direct t-ansfer

84 - Internal direct transfer

85 - Postponed Contribution (requires secondary plan code)
86 - Repayment of P-evious Distribuion (requires secondary plan code)
91 - ESA normal

92 - ESA roliover .

97 - ESA external direct transfer

98 - ESA internal Cirect transfer

cal Yr 80/C Indicates whether the t-ansaction shouid post te the current or previous calendar
year. Used for Retirement Account processing.

& or 9 - Current calendar year
1 - Previous calendar year

Batch 81-85/N Required. Batch number associated w'th this transaction. Use for updating monetary
Number batch totals and for crcuping transactions for the batch run.

Vaives must ke within the range of valid batch numbers designated for this opzrator in the
TS Teller Total Record.

Seq 86-90/N Required if Transaction 89 is entered. User-defined sequence number. If left blank,
Number system-assigned sequence number.
Plan Cd2 {91-92/C The secondary plan distribution/contribution code used fo- further identifying

dist-ibugion/contributicn information on a plan sccount. Only certaln combinations of
primary and secondary plan codes are valid. Not used with Education Savings Account
(ESA) cr Health Savings Account (HSA} distribution codes and only used with certain
consribution ccdes.

Secondary Plan Code Combinations
Primary Distribution Code 01

£ - Mot used

08 - Excess contributions

31 - Excess contribution eamings
Primary Distribution Code 02_

b - Mot used

08 - Excess contributions

31 - Excess contr’bution earnings
Primarv Distribution Code 03

¥ - Not used
Primary Distribution Code 04

¥ - Not used

08 - Excess contributions

15 - Direct roll to IRA

mk:@MSITStore:C:\Users\D8 1 2\Documents\Systematics:Manual\2 1 8\ST218.182.chm:/... 06/07/2021
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TR: Transaction 80 - Debit/Credit Transaction Page 4 of 5

31 - Excess contribution earnings

Primary Distribution Coce 05
b - Not used

Primary Distribution Coce 07
b - Not used

Primary Distribution Code 08
b - Not used
01 - Premature no exception
02 - Premature with exception
04 - Death
18 - Early Roth distribution

Primary Distribution Code 09
t - Not used

primary Distribution Code 11
tr = Not used

Primary Distribution Code 14
fr - Not used

Primary Distribution Code 15
# - Not used
04 - Death

Primary Distribution Code 18,
b - Not used
08 - Excess contribution
31 - Excess contribution earnings

Primary Distribution Zcde 21
b - Not used

Primary Distribution Code 22
t - Not used

Primary Distribution Code 23.
b - Not used

Primary Distribution Code 24
B - Not used

Primary Distribution Code 25
£ - Not used

Primary Distribution Code 26
b - Not used

Primary Distribution Code 27
t - Not used

Primary Distribution Code 28
t - Not used

Primary Distribution Code 30
b - Not usad

Primary Distribution Code 31
b - Noft used .
01 - Premature ne exception
02 - Premature with exception
04 - Death

mk:@MSITStore:C:\Users\D8 1 N\Documents\Systematics'Manuz\218\ST218.182.chm::/...  06/07/2021
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TR: Transaction 80 - Debit/Credit Transaction Page 5 of 5

r %

18 - Early Roth distribution
Primary Distribution Csde 32
b - Nct used
Primary Distribution Coce 34.
B - Nct used
Primary Distribution Coce 35
b - Not usec
Primary Distribution Code 37
B - Not used
Primary Distribution Code 38
# - Not used
Primary Distribution Code 41’
#» = Not used
Primary Cistribution Code 42
b - Not used
Primary Listribution Code 43
By - Not used
Primary Distribution; Code 44
b - Not used .
Primary Distribution Code 45
#r = Not used
Primary Distribution Code 46
b - Not used
Primary Distribution Code 47
b - Not used
Primary Distribution Zede 48
#r - Not used
Primary Contribution Code 85
AF - Yugoslavia Area (also A1-A9)
EF - Afghanistan Area {also EL-E9}
ED - Federal Disaster (also F1-FS)
IF - Arabian Penirisula {(also [1-15)
Primary Contribution Code 86
DD - Desichated Disaster
QR - Qualified Rese-vist

Alert 93/C
Indicator

Indicates whether this transaction is el'gible for alert event processing. For Credit
transactions, If the GN Application Controls for ST specifies a Log Event Exit and Log Event
Type of yes for All o- for Credit Event Types; or for Debit transactions, if the GN Application
Controls for ST spedifies a Log Evenit Exit and Loc Event Type of yes for All or for Debit
Event Types, then an Alert Event will be processed for this transaction. This in turn may
result in an Alert being issued to tha alert subscriber for this account.

Vaiid values:

2 or 0 - Alert will not be generated
1 - Alart may be generated

L1 Any other valte of this field will be replacec with a 0.

Filler 94-109/C
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5 E1Ps11232021 TESTING - Notepad

Tfile_tdt Fornat View Help

pmqcaulchonaaLoginm/za'""zl 13:

¢9:01
Erax|cdiaichonalviewill/23/21 14:1C
i

Sdccessf.;l-;l £1§2.155217.153|Lo.g;i.n Torm

Q.
111 | successfu1i192.168.17.1531Enroll togs
eTAxicd]alehonatogout112/23/21 14:1

1
eTaxtcdloichonalLoginiil/23/21 14 %

i :i2113}Failed|192.1€8.17.153}Login Form
£YAX|cdiA{chonajlogin|11/23/21 14:13:4

successful [152.168.17.133|Login Form

TS

:

|s:

g?fsuccessfuT[192.xss.l?.lsséﬂdminiStrator Main Menu
5

£ 1AXS10222021 Testing - Notepad

file Edit Formal View Help

TAXS P TMGIBY | tmg | Execute}l0/22/21 13:50:37 |successful [192,16B.1. 551Login

TAXS TMGIEUitmgICr’eateil‘J/?.2/21 13150: 37 |successtul |192.168.1, 55|of Ficer Login OTP
YAXS | GRMIERICB22 | JERIC]Executell0, 22/21 13:50:37 |Successful]192.168.1. 561 Ladin

TAXS IBRMIERICB22Z | JERIC |Createll0/22/22 13:50:37 i5uccessful (192,168, 1. 56 of ficer “ogin
YAXS | BRMIERICS22 | JERIC [Executeill 22/21 13150137 successful [192.168. 1, 3€jLogin

ANNEX Q



AML Hand Off Log File Format on Inward Fund Transfer/Payment Transactions

(The file should contain successful inward Fund Transfer to Land Bank CASA Acco

Instapay or Bancnet or other payment/EFT services)

unt, Cash Card or Prepaid Card or Payment to LBP Merchant) via

Transaction Reference
Number

A unigue reference number or ,_,Elm.mo:oi D of
the specific transactions

pogs R~ |

2 Transaction Date Date of actual Posting/processing of transaction DATE 12
in the System/Application MM/DDIYYYY
3 Transaction Time Time of actual Posting/processing of transaction TIME 8
in the System/Application HH:MM:SS
4 Terminal ID/IP Address Terminal ID/IP Address used in AN 20
. posling/processing of transaction ]
5 Sending Bank Code Bank Code of Sending Bank AN 11
7 Sending Bank Name Bank Name of Sending Bank AN 50
8 Sending Account Number | Source/Sending Account Number AN 20
10 Receiving Account Recelving Account Nurnber/Card Number AN 20
Number
11 LBP Merchant Code Merchant Code AN 10
12 LBP Merchant Name LBP Merchant Name AN 50
13 Transaction Amount Transaction Amount N 17
Float (2 Decimal)
) Right Align
14 Transaction Type Code Specific transaction type code of a transaction AN MAX 10 Valid Values:
as reflected in the receiving application 001 Fund Transfer to

CASA

002 Fund Transfer to
Cash Card

003 Fund Transfer to LBP
Prepaid Card

004 Bilis Payment to LBP

Merchant




H_....m e

] ,._u.m.w._.:.ma Zmﬁ.&o_.&m..u.._. = The um<3.m1 network or the Electronic Fund Valid Values |
Service Transfer Service use to facilitate the transfer of 001- Bancnet
fund to LBP Account (e.g. instaPay, Bancnet) 002- InstaPay

proh & -2




v Annex C

Impon File Format Requirement

Financial Data Entry System
FIELD NAME DESCRIPTION TYPE LENGTH COLUMN
Account Number Valid/issuedAccount Number Numeric 10 A
Name Card Hclder's Neme Crar 40 B
Amount Credit Amcunt If |ICrar 15
Tran amount is 10,256.13 then C
amount should be 1095613

Notes:

1. No dash should be inputied in account number.

Account numbers sterting either with 0 or 00 will be trancated
and shall be accepted in FINDES in that formct

2. Do not input elsewnere other than the Columns A, B, and C
3. Sava as CSV {Comma Delimited) *.csv file format

After Saving the fle, go Utility Menu and choose "Impori CS'/ File”

Select the file whsre it was saved by clicking "Browse" then 'ccate the file location,
Choose "Restore”

After clicking “Restore” all encoded details in the CSV file wil be populated in FINDES

paief (-1



import File Format Requirement for Cash Card

Financial Data Entry

FIELD NAME

stemn 3.3

DESCFIPTION

TYPE

LENGTH

Card Number

Issued Cash Card Number *

{16-digt Cash Card number should be paddec
with 3 lzading zeroes.

If 14-digit Cash CTard humber is
4031311221234547 then it should be inputfed as
0006031311231234567)

Numeric

Name

Card Folcer's Name

Character

40

Amount

Credit Arrount

{Amount padded with leading zeroes. If credii
amount is 10,956.13 then amount sheuld be
00000C001095613)

Numeric

15

BrCode

Branch Code

(Branch Code padded with leadirg zeroes.

Numetic

BatchiNo

Sampl= Branch Codes are 001, 020 cnd 099)
Batch Number
(Batch Number padded with leading zeroes.

If Batch Nurmber is 50 then if should ba input-ed
as 000:50)

Numeric

Filler

Spaces

Character

Note:

1. FinDES accepts beth 19-digit and 16-digit Cash Card numbers.

2. FinDES rejects zerc value ir the Amount field.

3. Please default your BrCod= io "999"

4. Please default the BatchMNo to "00001".

5. "Import" feature to be accessed by a Supervisor Level in the FINCES.
é."Import" feature aopends "ecords on your existing dafakase in the FinDES.

panst -2




Handling of Hybrid Scenarios - Field _.m:oﬁw__

« ISO 20022 Field length is an international standard and some are not m__m_:mg/iﬁr the legacy field
length. The differences will exist until all legacy participants have migrated to 1ISO Noomm message
format.

1S020022 field name Length |Legacy API field name| Length noiq,.,:m:ﬁm

FIToFICustomerCreditTransfervV08/

CreditTransferTransactionlnformation/DebtorA Will be rejected si: >nog

34 acctho 19
ccount/ @mﬁ code ) W
|dentification/Other/ldentification : . . .
FIToFICustomerCreditTransfervV08/
CreditTransferTransactionIinformation/Creditor _ Will be rejected with AC03

34 tfracctno 25

Account/
Identification/Other/ldentification

reject code

FIToFICustomerCreditTransfervV08/
CreditTransferTransactioninformation/ 18 txnamt 12
InterbankSettlementAmount

Will be rejected with AM09
reject code

pamer T -\



Handling of Hybrid Scenarios - Field Length

1S020022 field name

Length | Legacy API field name

Length

. Comments

FIToFICustomerCreditTransferv08/
CreditTransferTransactionInformation/Debtor/Name

140

accthame

30

et o s

,,,,,.S.:_ be truncated

-

.,.,,m.__”._um,_m.__mp___m.ho_,:mﬂQma#ﬁm:%@éom\

CreditTransferTransactionInformation/Debtor/
Identification/Privateldentification/Other/ldentificati
on

35

[ laFICustomerCredltTransfervVo8/
CreditTransferTransactionInformation/Debtor/
Identification/Privateldentification/DateAndPlace OfBi
rth/

BirthDate

10

FIToFICustomerCredit {ransferv08/
CreditTransferTransactionInformation/Debtor/
Identification/Privateldentification/DateAndPlaceOfBi
rth/

CityOfBirth

35

FiToFICustomerCreditTransfervV08/
CreditTransferTransactionInformation/Debtor/
Identification/Privateldentification/DateAndPlace OfBi
CountryOfBirth

acctident

50

Will be truncated
(1 fields will be concatenated to one
legacy field)

g 1 -2



Handling of Hybrid Scenarios - Field Length

~
"

15020022 field name Length |Legacy API field name| Length | - Comments

FIToFICustomerCreditTransferV08/ o |
CreditTransferTransactionInformation/Creditor 140 tfrname 30 ,,,,<,<m___ be truncated

/Name

FiToFICustomerCreditTransferV08/
CreditTransferTransactionInformation/Ultimate

Debtor/ 35

Identification/Privateldentification/Other/Ident

ification -

FIToFlCustomerCreditTransferV08/ The National QR Standard for P2ZM

CreditTransferTransactionlinformation/Ultimate should be strictly followed by the
140 . : . .

Debtor/ participants to avoid being rejected

Name due to incomplete and/or exceeded

FIToFICustomerCreditTransferV08/ param4 100 values.

CreditTransferTransactionlnformation/Creditor

/ 35 If QR specs is properly followed,

|dentification/Organisationldentification/Other ) total length for 1SO 20022 field

/ values will not exceed 100.

Identification

FIToFICustomerCredit [ransferV08/
CreditTransferTransactioninformation/ - =d e gpmm e
Remittancelnformation/Structured/ |
ReferredDocumentinformation/Number

Av, T-3
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Handling of Hybrid Scenarios - Field Length

A

15020022 field name Length | Legacy API field name | Length Comments

.

FIToFICustomerCreditTransferV08/
CreditTransferTransactioninformation/ 35 custno 19 |Will be truncated
Paymentldentification/EndToEndldentification

FIToFICustomerCreditTransferV08/
CreditTransferTransactionIinformation/
Remittancelnformation/Unstructured

140 purpose 100 Wil be truncated

FIToFICustomerCreditTransferV08/
CreditTransferTransaclioninformation/
Supplementa ryData/Lnvelope/PaymentSD1V01/
PointOfInteraction/ldentification/Identification

35

FIToFICustomerCreditTransferv08/
CreditTransferTransactioninformation/
mc_oU_mBmsSJ\Umﬁm\mgm_ovm\_umu::mimoJ<2\
PointOfinteraction/SystemName

70

FIToFICustomerCreditTransfervV08/
CreditTransferTransactionIinformation/
SupplementaryData/Envelope/PaymentSD1V01/
PointOfinteraction/Groupldentification

35

FIToFICustomerCreditTransferV08/
CreditTransferTransactionIinformation/

SupplementaryData/Envelope/PaymentSD1V017/

TransactionDetails/TransactionReference

it

param5

100

The National QR Standard for P2M
should be strictly followed by the
participants to avoid being rejected due
to incomplete and/or exceeded values.

If QR specs is properly followed, total
length for ISO 20022 field values will not
exceed 100.
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Handling of Hybrid Scenarios - Field Length

1S020022 field hame Length | Legacy API field name | Length Comments

FIToFICstmrCdtTrf/CdtTrfTxInf/Rmtinf/Strd/Additl

RmtInf 140 Acginfo 99 Will be :csnmﬁmg

- 7
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